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-Malware reverse engineer 5 years
-Security Engineer 2 years



Reverse engineering Is great
but if it taRes more than a day it
[aRes



Grab the pitchforRs lads!




Grab the pitchforkRs!

Hear me out first...

(besides this is buzzfeed worthy clickRbait so now you have to listen)



How every task starts

SAWEAGOTTAYGETPTHAT. SAUCERVIORTY



| et’'s do this

It's Saturday night,

| have no date,
a-two-liter bottle of Shasta
and my all-Rush mix-tape...

| “/ : Let's rock.

) S

7/



How every task starts

¥ DA - Gi\Downloads\TheMatrix.exe - [m] X
File Edit Jump Search View Debugger Options Windows Help
5B e -[[dtn® (& 3[ss| T O |okel st F~ e X|| P O OMdchooe EETES
| . I I § ] : |
[ 7] Functions window | x DA View-A Exports (<)
Function name ;l
s
[7] sub_407440
[ 7] sub 4074D8
[7] sub_407524 "=
[F] sub_40755¢C
[7] sub_40758¢C
[F] sub_4075CC
Iz sub_40760C sub_A4B57EA proc near
7] sub_do7628 Eﬂi: ebx
[7] sub_4077F0 push edi
[F] sub_407824 test d1, dl
- [7] sub_407872 jz short loc_4857EF
ooks pretty straight forwar Joe —
[7] sub_407048 %
[7] sub_407988 "I
[7] sub_407B0C add esp, BFFFFFFFBh
% sub_407BBC call sub_402ACS
7] sub_407C18
[F] sub_a07¢DC [ J ¥
[7] sub_ 407044 I
[7] sub_407DaC
[7] sub_407E18 loc_4A5S7EF:
F| sub_407E3C = mnov esi, ecx
4 | 3 nov ebx, edx
B mou edi, eax
Line 403 of 403 Ten eax, [edirh]
%, Graph overview 8 x nou edx, esi
call sub_4831E8
test bl, bl
jz short loc_ 485860

¥

"I
| I pop large dword ptr fs:0
add esp, OCh
e
loc_4@586D:
mov eax, edi
pop edi
pop esi
pop ebx
retn
—

100.00% [(-421,-56) [(1118,781) [00004BEZ [004057E2: suk 4057E0+2




'm seelng INto the maltrix...

EH N E’
CALL htons(6667);

||
..
BN 33
CALL Socket();
; AF_INET
; Stream socket
; 6667 port
k=l
.
EHNL %3
CALL connect()
b1
w
BN 3
CALL Decryptor()
CALL Send()
| [

v _ _ - v v
BNy %E |HNW HE O (HENW S (BN EE O (JEN EHE O|BENW EHE
Fail & Exit Fail & Exit Fail & Exit Fail & Exit Fail & Exit Success & Return

I l ' ! ! |

AEARE;
BN %=

Return back




The Investigation

add ed=, eax

mov [ebp+var_89C], edx
mov edx, [ebp+var_874]
mous:x eax, byte ptr [ecx+0OFh]
sub edx, eax

lea eax, [ebp+var_348]
mov [ebp+var_874], edx
mov [ebp+var_28], @
mou [ebp+var_24], @
mov [ebp+var_28], @
mov [ebp+var_1C], @
mov [ebp+var_18], @
mov [ebp+var 14], @
push eax

push 3

mov eax, [ebp+arg_u]
push eax

call sub_L4@1B3 8@

T e

mou [ebp+var_87C], eax
mov eax, [ebp+arg_18]
test eax, eax

jle loc_L4B378F

¥

™ =]

mou
mov
mov
mou
mov
mou
mov

[ebp+uar_8AB],
[ebp+var_894],
[ebp+uvar_898],
[ebp+var_88C],
[ebp+var 884],
[ebp+uar_880],
[ebp+var_878],

\Walit a second!

\What does this call do”



The Investigation

“ IDA - G\Downloads\TheMatrix.idb (TheMatrix.exe)
File Edit Jump Search View Debugger Options Windows Help

[ B o~ [ 0 8 | |3 ||| @i ¥ ? - o i X[ > O Ofoimnes || 3 B
'] RN, 0 e e e

Functions window B X IDA View-A B | =] Hex View-A o | Structures o|E Enums @ | Imports = .
Function name [Sea « [} |
ol =
[ 7] sub_407B0C cot - .
[7] sub_4078BC cot e o
[] sub_s07C18 cor [ ——

[7] sub_407cDC cot T
[7] sub_407Da4 cot —— i
g e Ven maore Ccalls
[F] sub_407E12 cot nou | al, ds:byte_nechec|
[£] sub_s07E3C cor o Short 1oc amrrn
[F] sub_407E70 cot R —
[7] sub_407F24 cot
[F] sub_407FD8 car
[F] sub_407FE4 cot
[7] sub_408024 cot
[7] sub_402064 cot
[7] sub_4080Ca cat
[7] sub_40814C cot
[F] sub_408190 cot
[7] sub_4021D4 cot
[7] sub_408200 cat
[F] sub_408274 cot
[ 7] sub_4082EC Cor A
[7] sub_40836C cot Lot i

iz loc_Ai9828|
(7] sub_403A08 cot
P o anaacn o —
] | 3 =
i s e v

test  edi, edi
b, Graph overview 8 X i1 ShoFt Loc AB9TOR
T
l:l loc_hooias:
now eax, esi
a6
vax, est
s ; dwo

Guord pre [eDx+2Ch], 0
short loc_AUR7ED

Loc_189706:
inc”  esi
aec i
inz___ short loc_0e7As

Ld%lj,:“:—‘ Loc_neo70n:
"o ac-asava wacnsal
€4.00% (389, €03) [ (370, 470) 00008524 [00409724: sub 409724

Output window

Python |
AU: idle |Down |Disk: 194GB




Plz Help..

| TT
o Iz halp, I've gone too = o i e i
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Speed Is the key

[AcADEMIA:]

e

MY GOD ... THIS WILL MEAN A HALF-DOZEN
PAPERS, A THESIS OR TWO, AND A PARAGRAPH
N EVERY TEXTBOOK ON GUEUING THEORY'!

{

T JUST WROTE THE MOST THEY cASUALLY HANDED ME AN
REAUTIFUL CoDE oF MY LIFE. | | IMPOSSIBLE PROBLEM. N 48 HOURS
AND 200 LINES, T SQLVED IT.

BUSINESS:

YOU GOT THE PROGRAM To STOP TAMMING UP?
= GREAT. WHILE YOURE. FIXING STUFF, CAN YOU
e — GET OUTLOOK. T SINC. WITH OUR NEU PHONEG?

i

https://xkcd.com/664/



What was | looRing at? Ah nevermind...

Time Matters

If others are waiting on
the results then they will
move on quickly



What was | looRing at? Ah nevermind...

Time Matters TracRing Bugs
If others are waiting on How long can we do it
the results then they will for? | want results but

move on quicRly how soon?



What was | looRing at? Ah nevermind...

© Q6

Time Matters TracRing Bugs Faster at the game
If others are waiting on How long can we do it If others are waiting on
the results then they will for? | want results but the results then they will

move on quickly how soon? move on quicRly



Dynamic is fast and efficient,
but you always lose out on the



NO one Is surprised by this

cuc oo Dynamic execution liRe cucRoo gives us
some of the answers but it only gets us part
of the way.

1111111111111111
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NO one Is surprised by this

While sandboxes give good detail they lose the details.
 How are the comms encrypted?
« \What other persistence methods are therer
e Does it have any anti-vm/ anti debugger technigues
* \WWhat did we miss~?

Static gives the detail but can be slow
* Many unresolved symbols
* Debugger side by side to help analysis



What if there was another way?

-THIS{IS{MADNESS2 %)
| D




Symbolic Execution

Symbolic execution Is testing technique to aid the
generation of test data and in proving the program quality

E Symbolic execution Is simply maRing some data ‘symbolic’
in the same way we do for formulas.

2x +7 =23



[his Is nothing new...

II‘EPPEIIIIIGE FABM 1
REMEMBERS=




Symbolic execution is the 807%
solution you

o



Symbolic Execution

9 Remember we are trying to get answers fast
« \We aren’t trying to work out everything
 Just the core detalls
 URL's, comms, persistence, lateral movement, second stage

If we can get the detail sooner even if we don't fully
understand it we still get what we (and others) need.



Symbolic Execution

Concrete
Execution

Standard execution of a
program with defined
variables (i.e. x=5)



Symbolic Execution

Concrete
Execution

Standard execution of a
program with defined
variables (i.e. x=5)

<\]( >

Symbolic
Execution

Execute a program through all
possible execution paths, thus
achieving all possible path
conditions



Symbolic Execution

Concrete
Execution

Standard execution of a
program with defined
variables (i.e. x=5)

<\]{' >

Symbolic
Execution

Execute a program through all
possible execution paths, thus
achieving all possible path
conditions

Concolic

Execution

Concolic execution is a mix
between CONCrete execution
and symbOLIC execution,
guiding it through a specific
execution path



Concrete Execution

Concrete execution

e [Perform actions based on the hard data that is
passed in.

« Xandy are hard values (i.e x =5, y=/)

void f(int x, int y) {

int z = 2%y;
if (x == 100000) {
if (x < z2) {

assert(@); /* error */

¥



Symbolic Execution - [Primer

Symbolic Execution
Maintains a symbolic states of registers and part of memory

al each program point.
3 table of symbolic registers states
e a3 map of symbolic memory states
* a global set of all symbolic references



Dynamic forward symbolic execution

Dynamic forward symbolic execution builds a logical formula
describing a program execution path



Dynamic forward symbolic execution

Al

Dynamic forward symbolic execution builds a logical formula

describing a program execution path

Symbolic execution proceeds
along both branches, by "forking"
(WO paths. Each path gets assigned
a copy of the program state at the
branch instruction as well as a path
constraint

O Voo NOTUVIPDWNER

=

A*2==12 forthe then branchand A* 2 1=12

}

int fO {

y = read(Q);

z =y *2;

if (z == 12) {
fail();

} else {
printf("0K");

}



Taint Analysis

from the sources (usually user inputs) to the targets (such as control-

The purpose of dynamic taint analysis is to track the information flow
@ flow value).

It Is thus capable of analyzing which region of the memory and
registers are controllable by user inputs.

Memory area

Byte which can be controlled

Byte which cannot be controlled




Taint Analysis

9 With this method it is possible to check the registers and
[(he memory areas which can be controlled by the user
when a crash occurs

https://www.slideshare.net/jimclause/penumbra-automatically-identifying-failurerelevant-inputs-issta-2007



https://www.slideshare.net/jimclause/penumbra-automatically-identifying-failurerelevant-inputs-issta-2007

Taint Analysis

9 With this method it is possible to check the registers and
[(he memory areas which can be controlled by the user
when a crash occurs

https://www.slideshare.net/jimclause/penumbra-automatically-identifying-failurerelevant-inputs-issta-2007
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Taint Analysis

9 With this method it is possible to check the registers and
[(he memory areas which can be controlled by the user
when a crash occurs

https://www.slideshare.net/jimclause/penumbra-automatically-identifying-failurerelevant-inputs-issta-2007



https://www.slideshare.net/jimclause/penumbra-automatically-identifying-failurerelevant-inputs-issta-2007

Symbolic Execution — Taint Analysis

P

N < X =

[ L | I |
= X R 2w
w S
+ + S
c
< N ~+
I
(W

= N
o
N «—.
1+
< N

print(“Fail”)

y=y+1

7

print(“Winner’)




Symbolic Execution — Taint Analysis

Make x symbolic

Everything that x influences is tainted

v
w=>5
x = input()
y = 13
j =X+ 2
Z =W+Yy

N

j+ 2
2

y=y+1

print(“Fail”)

print(“Winner’)




Symbolic Execution — Taint Analysis

Make x symbolic

Everything that x influences is tainted

v
w=>5
x = input()
y = 13
j =X+ 2
Z =W+Yy

N

j+ 2
2

y=y+1

print(“Fail”)

print(“Winner’)




Symbolic Execution — Taint Analysis

Make x symbolic

Everything that x influences is tainted

v
w=>5
x = input()
y = 13
j =X+ 2
Z =W+Yy

N

y=y+1

print(“Fail”)

print(“Winner”)




Symbolic Execution — Taint Analysis

Make x symbolic
Everything that x influences is tainted

Here we can see that x alters control
flow

v
w=>5
x = input()
y = 13
j =X+ 2
Z =W+Yy

N

y=y+1

print(“Fail”)

print(“Winner”)




Symbolic Execution Limitations

Path Explosion

N
-fh: « Symbolically executing all feasible program paths does not scale to large
programs.
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* The number of feasible paths in a program grows exponentially with an increase
IN program size.



Symbolic Execution Limitations

Path Explosion

N
-fh: « Symbolically executing all feasible program paths does not scale to large
programs.

* The number of feasible paths in a program grows exponentially with an increase
IN program size.

Environment Interactions

3

« Symbolic execution that requires a file or user input will have consistency
problems.



Symbolic Execution Limitations

Path Explosion

N
-fh: « Symbolically executing all feasible program paths does not scale to large
programs.

* The number of feasible paths in a program grows exponentially with an increase
IN program size.
Environment Interactions

« Symbolic execution that requires a file or user input will have consistency
problems.

3

* File operations are implemented as system calls in the Rernel, and are outside
the control of the symbolic execution



Concolic Execution

Concolic execution

» [Performs symbolic execution along a concrete
execution path

* Simplifying symbolic execution in the example

void f(int x, int y) {
int z = 2%y;
if (x == 100000) {
if (x < z2) {
assert(@); /* error */

¥

ooONOuUVITph WNBR



Concolic Execution

Concolic execution

e Letx=] y=1
o /=2
1 void f(int x, int y) {
2 int z = 2*%y;
3 if (x == 100000) { —
4 if (x < z2) {
5 assert(@); /* error */
6 }
7 }
8 }



Concolic Execution

Concolic execution

e [etXx=y =1
o /=2
e | ine 3 fails because since 1 # 100000

* From the inequality we create a path conditio

x # 100000

void f(int x, int y) {
int z = 2*y;

if (x < z2) {
assert(@); /* error */

¥

ooONOuUVITph WNBR



Concolic Execution

Concolic execution
* Try a different path, let x = 10000

x # 100000 x = 100000

void f(int x, int y) {
int z = 2%y;
if (x == 100000) {
if (x < z2) {
assert(@); /* error */

¥

ooONOuUVITph WNBR



Concolic Execution

Concolic execution
* Try a different path, let x = 10000

e Automated theorem prover is then invoRed to
find values for the input variables x and y

x # 100000 x = 100000

void f(int x, int y) {
int z = 2%y;
if (x == 100000) {
if (x < z2) {
assert(@); /* error */

¥

ooONOuUVITph WNBR



Concolic Execution

Concolic execution
* Try a different path, let x = 10000

e Automated theorem prover is then invoRed to
find values for the input variables x and y

* A valid theorem might be x = 100000, y =0

x # 100000 x = 100000

void f(int x, int y) {
int z = 2%y;
if (x == 100000) {
if (x < z2) {
assert(@); /* error */

x=100000
y=0

X=100000
Y=50001

¥

ooONOuUVITph WNBR

-



Concolic Covering Middle Ground

Concrete Concolic Symbolic

+ Complex + Complex - Simple
programs programs programs
+ Binaries + Binaries - Source code
+ Scalable +/- Scalable - Not scalable
- Less coverage + High coverage + High coverage
+ No false + No false - False positives
positives positives

N [ [ v

. A VA 5/




Symbolic execution engines

Triton

TRILON

Dynamic Binary Analysis

Triton is a dynamic binary analysis (DBA) frameworR. It
provides internal components like a Dynamic Symbolic
Execution (DSE) engine, a Taint Engine, AST

representations of the x86 and the x86-64 instructions
sel semantics

https.//triton.guarkslab.com/

'a ™
Example of Tracers | | e s e
Pin Taint Symbaolic IR
; Engine Execution SMT2-Lib
Valgrind g Engine Semantics
AP 5
— -
S i SMT 1| Mutti-Arch
‘ Solver Optimization desian
Qemu Interface Passes g
Triton internal components
3 (e.g: mysal) y LibTriton.so



https://triton.quarkslab.com/

Symbolic execution engines

Angr
[Python frameworR for analyzing binaries. It combines both
static and dynamic symbolic ("concolic”) analysis, maRing it

applicable to a variety of tasRks.
http://angr.io/



http://angr.io/

f this I1s how you feel your Iin luck!

TRY ~ CRY
NOT TO CRY ALOT
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IDA's 2016 plugin contest winner

Built on the triton engine T R I J_ o

nnnnnnnnnnnnnnnnnnnn

Q https://github.com/illera88/Ponce


https://github.com/illera88/Ponce

IDA's 2016 plugin contest winner

Built on the triton engine T R I J_ o N

Dynamic Binary Analysis

Q https://github.com/illera88/Ponce

Supports both x86 and x64 binaries

Cross platform, Windows, Linux &
and OSX natively



https://github.com/illera88/Ponce

Ponce

Just a quick insight into ponce.

C2 Channel
Symbolize the data returned from malware. Find where the data hits the C2 switch and
use the SMT solver to determine the control byte




Ponce

Just a quick insight into ponce.

C2 Channel

Symbolize the data returned from malware. Find where the data hits the C2 switch and
use the SMT solver to determine the control byte

Finding exploits.
[Run taint analysis on the data returned from a Recv() or a InternetReadfile() to see what
blocks of data it touches. Platform to build exploits



Ponce

Just a quick insight into ponce.

C2 Channel
Symbolize the data returned from malware. Find where the data hits the C2 switch and
use the SMT solver to determine the control byte

Finding exploits.
[Run taint analysis on the data returned from a Recv() or a InternetReadfile() to see what
blocks of data it touches. Platform to build exploits

Rapid analysis
[Run and negate conditions on Rnown buffers to find what other commands are
supported.




Ponce

‘ Simple to install (IDA 6.8-6.9):

Download the plugins and copy to your IDAPro plugins folder

$ cp Ponce x64 IDA68 win.p64 <IDA PRO>/plugins

$ cp Ponce x64 IDA68 win.plw <IDA PRO>/plugins




[Ponce Example - Crackme

OpenRCE

About

Arficles

Book Siore
Distributed RCE
Downloads
Event Calendar
Forums

Live Discussion
Reference Library
RSS Feeds
Search

Users

Whafs New

Customize Theme

blackgreen v || set

Flag:

ck Element [ Blue Ele

OpenRCE Articles

Memoryze Memory Forensics Tool

Author: &8 =

€) GitHub - il
Lagin: [ | Password: [ ][ Login

Remember e

Created: Wednesday, November 26 2008 20:06.40 CST

# Views: 63154

The goal of this arficle is fo demonsirate how simple malware analysis can be using Memoryze and some good old fashion common sense. Readers should have some knowledge of how malware works, and be somewhat familiar with A good place fo

familiarize yourself with Memoryze is the user guide included in the installer.

Memoryze is designed fo aid in memory analysis in incident response scenarios. However, it has many useful features that can be ufilized when deing malware analysis. Memoryze is special in that it does not rely on API calls. Instead Memoryze parses the operating

systems' internal structures to determine for itself what the operafing system and its running processes and drivers are doing.

Comment Excerpt

good job,thx

good job,thx

I'm waite for next lessons. Nice work, thanks!
Very nice work, thanks!

For folks coming late fo the parly like me, | w.

The Molecular Virology of Lexotan32: Metamorphism lllustrated

Author: &8 o B

‘This paper is a direct descendent of my previous one regarding the metamorphic engine of the
engine of the Lexotan32 virus.

Date

Sunday, December 7 2014 07:41.08 CST
‘Wednesday, August 8 2012 21:33.24 CDT
‘Sunday, August 14 2011 04:26.00 CDT
Monday, June 27 2011 19:28 .08 CDT
Monday, Ocfober 25 2010 10:40.36 CDT

Created: Thursday, August 16 2007 16:58.00 CDT

# Views: 51722

virus. | advise you to take a look at it before reading this one, or atleast be acquainted with the subject of metamorphism. The focus of this paper is the special

The virus was released in 29A#6 Virus Magazine in 2002, the Annus Mirabilis of metamorphic viruses. The virus was created by the prolific VX coder, Vecna, and was one of the last complex creations of this kind. | could further elaborate on the genealogy of this virus,

but I think it is suficient fo say that this virus is a culminafion of many of the fechniques developed throughout the author’s career.

Comment Excerpt

amazing arficle ;)

good information

cool )

wvery nicell need it

if's so cool~! thnaks for your efiofs. i alway.

Defeating HyperUnpackMe2 With an IDA Processor Module

Author: &8 =

This arficle is about breaking modem executable protectors. The target, a crackme known as
information, are evenfually restored fo their original forms.

Date

Sunday, May 8 2016 0028 54 CDT
Tuesday, July 12 2011 02:56.10 CDT
Saturday, June 18 2011 03:18.50 CDT
Wednesday, June 30 2010 20:25 .49 CDT
Wednesday, July 9 2008 20:32.17 CDT

Created: Thursday, February 22 2007 19:21.58 CST

# Views: 69496

, is modem in the sense that it does not follow the standard packer model of yesteryear wherein the confents of the executable in memary, minus the import

Maodem protecters mufilate the original code secfion, use virfual machines operafing upon polymorphic bylecode languages fo slow reverse engineering, and fake acfive measures fo frustrate attempts fo dump the process. Meanwhile, the complexity of the impaort

profections and the amount of ant: has steadily

This arficle dissects such a profecior and offers a sfafic unpacker through the use of an IDA processer module and a cusiom plugin. The commented IDB files and the processor module source code are included. In addifion, an appendix covers IDA processor module

consfruction. In short, this arficle is an exercise in overkill
B © |

Comment Excerpt

RolfRolles: Thank you for Writing an Great futo
Wow thanks a lof£

comprehensive analysis, thanks. for those no..
good analysis.. expecting RoifRolles to wri..

Date

Friday, September 4 2009 01:25.09 CDT
Saturday, October 11 2008 05:00 28 CDT
Tuesday, May 15 2007 04:15.56 CDT
Wednesday, April 4 2007 06:26.45 CDT

There are 31,016 total registered
users.

Recently Created Topics

Recent Forum Posts

Blckmidn
vanThy
Kolisar
nullx42
skyerack

Recent Blog Entries
s

Recent Blog Comments
- on:
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Ponce Example - Crackme

Normally load your two favorite tools

‘D IDA - G:\Downloads\ TheMatrix.exe - o X
0llyDbg - DllyDbg.exe oy [=] 4| File Edt Jump Search View Debugger Options Windows Help
file Wiew Debug Trace Windows Help [® @S| |sa||@ Q|| b o F v e X||| > @ O Nocebuoger 5| il
{4 x] w|=n] v+ 30 W] L]Em]%| T|c|R]..|®| BMH| ; I . N --_IIIIII i : El

Functions window 8 x mavewsa @ | B Hexvewr @ | A Structures @ |

& cPU - main thread, module OllyDbg

Addre: Cormand Resistsrs (FPU) G s
HaT 45 3L OR LK, RSP BOGHOANG_oonoHg 1E 7] sub.
51 £ SoFGozan [CALL — tezuritu_cheok_cookis ERl BER02an0-2RCROIE nactr w UseRsPROFT ) ok 407a08
- 351 45: 8104 Coceq ADD REP, 200 FOX  GO00MGG_GA0GA51F ] sub.
44 1§ source ] 08817 -3 POP ROT FBX  DOOGRARD_DAREADAR 7] sub 407524 w =
551 . RETH ESF 000800 0A1EFSCH 7] sub_40735C
551 IHTS FEF  GO0A0AOC_ARAGADGD v
77 Tenath of ¢ 88917 INTZ RS1  BBOBOARO_GAROAGaR 7 sub_40758C
77 speces ana | (01— [ R B90B00RA BIBCI298 ASCIT "ALLUSERSFROF 7] sub Av7sCC
217 TE] RS @0oE0HnC_ concaoan (7] sub_4o0760C SRt 7E0 proc near
BiG 1 INTZ Rlo BO000a00_0agoallys [7] sub_407628 eox
o1 113 1l @oonomns oolEEdes Fa s
5 44:994C24 20 [N0U COWORD RSP+201, R0 WehErIEtEREIUSHERS  |R1Z  ooooooo copenomg sub.
BO1_JFI007S5| - 4494424 18| MOU COWORD RSP+18],RED [ |ER R 7] sub 407824
651 _SFA00758( - 55424 16 [HOU COUORD RSP+ 1837 REN Eid  Goan0mn0_boosoom 7 wub_a07678
BA{TSFE0TOR| - 43:59454 55| U FONDRD SR8, e FIE (GARAGAGE.ARAGAGAS 2 Bt
N eoi-SFinrnd| - 1es sooe 202 0 o RIF  BOOEORE1_SFA4E549 01 y0hs. BOA1_SF44EE: O eoeioroas
4 801~ SFS00VHC| - 4 BEFC it Ca 5o F5oess -
: 051 ~Sra0D/Ea| | B2 CLORCORG | MOy Ee croccore g pg % e orRrRRORD rapRypn
- . b 407B0C
; SRR | R, e A, I et e e e
. . g sub. X
N BE1_3F007CS| - 45:5BES MeES]MOU RAN,CREL GWORD _ s=curity_cockis]) EFL 0B00aza6 (MO, NE, NE. A, NS, PE, GE, 61 7] sub_407C18
po1_JFI007CR( - 4 KOR R RSP 510 smpty 2.9 ] sub 407CDC
N BE1 - 4i:G95424 Do 10U COWORD RSP+0O], RAX . L gt o L]
5 Zae. 900090000 zurrent Te. = g .
547 yack TIEFoEIobibEsEsn (sarrent reaizters) 15 ey 7] sub_407D8C
y b Cacal calls from 1 SF342B5E, 1_3F37BCEI, I_IF3DESES, 1_3F3DFA5H 18 cobey (7] sub_407E18
o source.opps22% ushar wrewt,uchar WEname,T_sroeut whestent, int #newtent) € g S1¢ evety 8.8 10 sub aoresc L'LI novTesi, ecx
L Egel L a [ Address alue. ASCIT Comments nov edi, ea
IR o B e
| e g 9g[ 33 E7 49 SFlal 1 | M
Q5 68 Gal 26 B as oF e Ga_oa1EFPaG | | Gasaasan_aoanaaca 4, Graph overview 8% mov edx, esi
W R R o [N ]| F call  sub 4631E8
7 00 6n o[EE Ee 48 SFle SSB‘BS%EF;SS SSSSESSS—???SESSS B RETURN to k 132, 8008_TT42FEED test o
| T T x - niBu o kernel32.0008_
n o Tl D \BE6_ 06 EF 7ED | [ ORDABDEE_ BEREOR0E iz short loc 405800
n b G0 0 e ER 49 SFTur one” ot £ 7 || eaneeoer"aoaepema
n i 0 o Qe 48 Ef 49 oFlwr one_ o £ 70| | saneeger_aoaepema
n { w0 w0 g0 ge £ 4o ok un | oeooouicr oo | ooneeges eeapeaga
] { w0 o no oo choao opun | ogoo-oo: o 00| | oaneaoes_seaseaga
] { w0 o pol 0o ti 49 oplyur | oaoo-oniereno|Logeeaoas preesest iefw  RETURN bo ntdll.Bome_7resszol
n . w0 o po 0o Ep 4o Jplun | oooo ouicrreo| oonaaomy aaopenoa
n . 00 00 0o Eo Enoao Splol | 000 GniEF7ED| DARGGGRG BEaREADE
T = S (st -0
. ZFq i g G G5 Fa 4 SFlo
e
n E S Iy [ Search - Intermodular calls in Ollybbg LR
B[ feE Ernes A
. main 0bg , :
FEN main y0bg | BEE1_SF44EE1E| MOU RCH, [OWORD wien Calls 0kDbg | EﬁmmEndSU”.thQl ,1“:57"““35; edi
izl main 5 | @aG1_SF44E61S| INC RCK xs
11. main g |EBE1_3F44EC1E|MOU [BWORD RSP+301, Address Eonnan Dest Dest name pop edi
1@ nain 3 | @a01”JF44ES1D| HOU FCX, COWORD RSP+ oMol FoT21ar) T GUORD (GUSERSZ, Sevlursory] Q000 7 oarEZD | I pop  esi
a. nain 3 | @a01_SF44EGEE| TNC RCX G AR GUARR CHAERNECSTENS gy | B RR0l o0 KERL bR feTickcount bop  ebx
g wain 2 | GoG1-SF44E252| HOU_LGUORD RSP+ARB] CALL CREL GUORD <EKERNELSZ.GetTickCount>] | BPFE_FOZO1126| KERNELBASE | GertTickiount
7 nain 2 | GaG1-3F44E230| TEST EAR, CALL CREL GUORD <EUSERSZ. Rédraull Lndow G856 77547200 | USERSZ, Reds auli retn
N rain 3 | BA01Z3F44E232| JE SHORT 1_3F44E64E CALL [REL GUORD <G&KERNEL32.GewTickCount>1 | G7FE_FDZDI12A) KERNELBASE. GetTiokCount [sub_4057E6 endp ; sp-analysis Failed
s main 2 | @a51-SF44EESd | FIOU RAR, CHHORD RSP+ CALL CREL GUORD <EUSERSZ, Peeklessageli>) GBPA_TTS4EA7A | USERSZ, Pecklessagel
4 main 3 | @EG1ZSF44EESS| DEC RS CALL [REL QUORD (SROURFISE. IsTewtld ioode>] | O7PE_FDRaRroD HOVRFTSE. T=Ten il ioode
ER main 3 | @BE1”SF44EESC| HOU [OUORD RSP+381, CALL CREL GWORD {EUSERSZ, SetCursor @a06 7754 7E20 | USERSE, Seil
& lmin ol senireen|oy i RetE) e (R wo ek wte) e e Vet iy
[ [Paused

[L00. 008 [(-421,-56) [(1112, 781) [00004BE2 [004057E2: sub 40S7EO+2




Ponce Example - Crackme

OR
Maybe use [Poncer



Ponce Example

#include <stdio.h>

#include <stdlib.h>
Standard crackme.exe

& C\WINDOWS\system3Z\cmd.exe char *serial = "\x31\x3e\x3d\x26\x31";

int check(char *ptr)

{
int 1;
int hash = OxABCD;
for (1 = 0; ptr[i]; i++)
hash += ptr[i] ~ serial[l1 % 5];
return hash;
¥
int main(int ac, char **av)
{
int ret;
if (ac 1= 2)

return -1;

ret = check(av[1]);
if (ret == Oxadéd)
printf("Win\n");
else
printf("fail\n");
return 0;



Ponce Example

#include <stdio.h>
#include <stdlib.h>
Standard crackme.exe

char *serial = "\x31\x3e\x3d\x26\x31";

BN CAWINDOWS\system32ermnd. exe

int check(char *ptr)

{
o Pl@s sword int i;
i int hash = OxABCD;
for (1 = 0; ptr[i]; i++)
i ) hash += ptr[i] ~ serial[l1 % 5];
Hardcoded serial to check against return hash;

}

int main(int ac, char **av)

{
int ret;
if (ac != 2)

return -1;

ret = check(av[1]);
if (ret == Oxadéd)
printf("Win\n");
else
printf("fail\n");
return 0;



Ponce Example

#include <stdio.h>
#include <stdlib.h>

Standard cracRme.exe

char *serial = "\x31\x3e\x3d\x26\x31";

int check(char *ptr)

{
int 1;
int hash = OxABCD;
for (i = 0; ptr[i]; i++)
. . hash += ptr[i] ~ serial[l1 % 5];
Hardcoded serial to checkR against return hash;
}
TakRes the input and XOR’s it against the serial. }”t main(int ac, char **av)
int ret;
if (ac != 2)

return -1;

ret = check(av[1]);
if (ret == Oxadéd)
printf("Win\n");
else
printf("fail\n");
return 0;



Ponce Example

#include <stdio.h>
#include <stdlib.h>

Standard cracRme.exe

char *serial = "\x31\x3e\x3d\x26\x31";

int check(char *ptr)

{
int -i_;
int hash = OxABCD;
for (i = 0; ptr[i]; i++)
. . hash += ptr[i] ~ serial[l1 % 5];
Hardcoded serial to checkR against return hash;
}
TakRes the input and XOR’s it against the serial. }nt main(int ac, char **av)
int ret;
if (ac != 2)

IF OXABCD + (serial XOR input) == OXAD6D Win! PRI =1L
ret = check(av[1]);
if (ret == Oxadéd)
printf("Win\n");
else
printf("fail\n");
return 0;



Ponce Example

#include <stdio.h>
#include <stdlib.h>

Standard cracRme.exe

char *serial = "\x31\x3e\x3d\x26\x31";

int check(char *ptr)
{

int -

int hash = OxABCD;

for (i = 0; ptr[i]; i++)
. . hash += ptr[i] ~ serial[l1 % 5];
Hardcoded serial to checkR against return hash;
}

TakRes the input and XOR's it against the serial. }nt main(int ac, char **av)

int ret;

if (ac !'= 2)

If OXABCD + (serial XOR input) == OxAD6D Win! return -1;

ret = check(av[1]);

if (ret == Oxadéd)
printf("Win\n");

else

Even with the source what is the Rey? printf("fail\n");
return 0;



Ponce Example

| oad the crackme.exe file

D Load a newfile *

Load file C:YUserscyber\Desktopimalware_confiponce\examples'x86_crackme_xor.exe as

Portable executable for 80386 (PE) [pe6d.|64]
MS-DO5 executable (EXE) [dosB4.164]
| &M A GOD AMOMGST MEM MZ Demo Loader [ex_ldr.py]

Binary file
Processor type
|ME13PE (disassemble all opcodes) [metapc] - | Set
Analysis
Loading segment »0000000000000000 |Kemel options ll |Kemel options 2|
Enabled
Loading offset  «0000000000000000 Indicator enabled | Processor options |
Options
Loading options [ ] Load resources
Fill segment gaps Rename DLL entries
Create segments ] Manual load
[] Create FLAT group Create imports zegment

Load as code segment

ok | cancel | Heb




Ponce Example

J. Library function Data Regular function [ll Unexplored [l Instruction [l External symbaol

F. O & % DA View-A £ Pseudomde-\A B Structures [ £ Eums [ Imports
. = duWord ptr

Load the crackme.exe file Funcionrame &
sub_407000
_main -
__security_ck mou
__tmainCRT
SLN31
__raize_secu
__report_gst
__CaUnhanc
_KcptFilter
_amsg_exit :
sub_4014CC L et
sub_4014D0 Shl
_ IsMNonwrita nou [
_ Validatelm now [ +
sub_401611
sub_4016E9 call sub_4810888
sub_401792 add B

mou [ebp+ 1.
sub_401747 o ieahe 1

sub_4017CT jnz short loc_h@18a2
_ setdefaultp

_initterm_e

_initterm

—:E:—prﬁloi pusn offset Format

__SEH_epilog A loc_ 4818A2:

__except_har ) push offset alLoose

_crt_debugge short loc_4818B8 call ]

_crtUnhand add

_ crtTermina

terminatelvo

__crtSetUnha

_lock or .

_unleck jmp short loc_L4818B3

__dllonexit
invoke wat: ¥

[D] Hex view-1 [ B & epots [

cmp [ebp+ 1,
jz short loc_48186F

+

~
e

dae. 0 & x

loc_4816B3:
noy 5

pop
retn
_main endp

100.00% (-54,162) (539,0) 00000460 00401060: _main (Synchronized with Hex View-1)

Output window O & x
THE INLCIdl aULUddiysis a5 UEE TONLISneu =
|u|3331s: using guessed type char *=off_483018; =
Pythan |

RU: idle Down Disk: 963MB




[Ponce Example

Win condition

Fail condition

loc_4@186F

nov
shl
mou
mnov
call
add
nov
cmp
jnz

eax,
eax,

ecx, [ebp+ 1
edx, [ecx+eax]
edx

sub_4B1088

esp,

[ebp+ ], eax
[ebp+ 1
short loc_ 4818A2

offset Format
ds:printf

esp,

short loc_ 401689

loc 4818A2:

call
add

offset alLoose
ds:printf
esp,

or
jmp

eax,
short loc_40618B3

loc_L4A18BA:
eax, [ebp+

mou

loc_4B18B3:

mou

pop
retn

esp, ebp
ebp

_main endp




[Ponce Example

Win condition loc_46186F :
mov eax,
shl eax,
. .o mou ecx, [ebp+ 1
Faill condition mov  edx, [ecx+eax]

|

call sub_ 4810084

add esp,

mov [ebp+ ], eax
cmp [ebp+ 1

jnz short loc_ 4818A2

Call for checkR_function

return value into eax e
inz short loc_4010A2 pepprnee B ofiset aloose

short loc_ 401689 call ds:printf
add esp,

ar eax,
jmp short loc_40618B3 loc_L4A18BA:
mou eax, [ebp+

loc_4B18B3:

mov esp, ebp
pop ebp

retn

_main endp




[Ponce Example

Win condition loc_46186F :
mov eax,
shl eax,
. .o mou ecx, [ebp+ 1
Faill condition mov  edx, [ecx+eax]

|
call sub_ 4810084
add esp,
nouv

cmp

ijnz

[ebp+ ], eax
[ebp+ 1
short loc_ 4818A2

Call for checkR_function

return value into eax e
inz short loc_4010A2 pepprnee B ofiset aloose

short loc_ 401689 call ds:printf
add esp,

Set a breakpoint at program entry
Want to Symbolize argv[l] ;:;Ip B loc_u010B3 loc_4016B0:

mou eax, [ebp+

loc_4B18B3:

mov esp, ebp
pop ebp

retn

_main endp




Ponce Example

Q Ponce Configuration v0.1.20161027.deceabt *

Start ponce plugin

Time limit before ask user (seconds) -
Limit the number of instructions in tracing mode 10000 ~

Select engine to use
(@ Symbolic Engine
O Taint Engine

Set to symbolic engine

Auto init and debug

[ Auto init Ponce with IDA

[] show debug info in the output windows

[] show EXTRA debug info in the output windows

Taint/Symbolic options
[ Taint/symbalize argv
- Taint/Symbolize end of string \0
- Taint/Symbolize argv[0]
- Taint/Symbolize argec
Taint/Symbolize recv {not implemented)
Taint/Symbolize fread {not implemented)
[] Enable optimization ‘only generate expr on tainted/symbolic

Manage symbolic memory index (not implemented)

IDA View expand info

Add comments with controlled operands
Rename tainted function names

[] Add comments with symbalic expresions
Paint executed instructions

Color Tainted Instruction |
Color Executed Instruction |
Color Tainted Condition -
Blackist file path | Y]




Ponce Example

Set an input argument

BEE C\WINDOWS\systern32\cmd.exe — O et

t} Debug application setup: win32 >

Application |Jsers‘n,v:ybEr‘n,Deskb:p‘-mall.r-.'are_-:onf‘-poncE‘n,examples\xﬂﬁ_cradcme_mr.Exe V|

Input file |Jsers‘n,-:y'ber‘n,Deskb::np‘-malware_-:c:nﬂpnnce‘n,examples‘nx&ﬁ_n’adcme_mr.exe e |

Directory | C:\Users\cyber\Desktopmalware_conf\ponce \examples v |
Parameters | aaaaa |
Hostname | | Port
| ]

[ ] save network settings as default

Concel | [_riop




Ponce Example

Debugger started

JUNENCOWN 00000000006130A8: debug0l4:006130A8 w |[UNENCWN 000000000019FF44: Stack[0000030 (Synchronized with RSF) w

Q IDA - Ch\Users\cyber\Desktop\malware_conf\pence\examples\x86_crackme xor.exe - O x
File Edit Jump Search View Debugger Options Windows Help

O [oclwinecbugeer v | k| @B D E#Y 83 0o B
— II— ()

M Library function Data Regular function [l Unexplored [l Instruction [l External symbol

Debug View B @A Structures B8 = Enums [x]
DA View-RIP 0O & X it Genera registers 09 x
-text: 884816898 push
-
noy <
. sub
: push Modules O & x
push
: push Path e
- ] C\Users\cyber\Desktop\malware_confiponcelexamples'x8b_crackme_.
. loc_kG16A% EA CAWINDOWS\Sy=WOWRS keernel2.dll ©
< >
L loc_4010E3
Threads O F x
loc_4B1BAL: ; CODE XREF: sub_u@1898+DTj
= nov . Decimal Hex State
O shl . 780 30C Ready
- nov , [ebp+
- nou . [ecx+
- push
- call sub_u@1885
- add .
. nou [ebp+ 1.
* cnp [ebp+ 1.
- jnz loc_L4B18D3
- push aWin
- sub_u@1198
-
- loc_4B18E@
with RIP) »
(3] Hex view-1 0O & X  [5)] Stack view 0o & x

006126a8 [ BE@19FF3C 00461358

@819FF44  BAS
Synchronize with
Jump to RSP
Jump to REP
Follow in disassembly
Follow in hex dump

Dutputwmdow O & x




Ponce Example

Jump in hex to the where
argvll] is passed in

W

O &8 X @Smckuiew O & X
BE19FF3C 668481358

BO19FF4y  HBB6 48
Synchronize with

Jurmnp to RSP
Jump to RBP

Follow in disassembly

Fellow in hex dump

w ||UNENIOWN 000000000019FF44: S5tack[0000030 (Synchronized with R3P) w

O & X




Ponce Example

push allin

call sub_ 481198

add .

jmp loc 4B18E@

00000450 00000000004010580: sub 401090 (Synchronized with RIF)

@ Hex View-1
A0 F@ AaD BA D FB AD BA 8D FA aD BA AD FA@ AD Bf
A0 F@ AaD BA D FB AD BA AB AB AB AE AB AB AB AB
A0 AA A@ AA AA @A BA AA 8D 0 @6 A7 BA A0
i i 61 88 AR 1 @ @08 A0 AA QO ;
Symbolize the data that bytes : a0 es . : >
that we care about oF [0 % 00 G168 [T 01 12 80 o o8 or Of o0 o
B i i i i il il LI 5 O i
AAAAA i[5 ik g 65 Ad i iabielniabiebly (1E £
e ] Synchronize with L3N A0 AR
B i @9 B A £ 00
| Symbolic P gk Symbaolize Memory Ctrl+Shift+M
|UNENOWN 00000000006131AF: debuglld Data format k
| Output window Columns ’
THOCUUUE. LUdUED G. i wINDows 1ol Text »
PDBSRC: loading symbols for "I Edit 2 malware confiponcehexamplesix86 cr
:| Python |
AU: idle Down Disk: g8 bl Savetofile.,




Ponce Example

Highlighted blocks of code
that were executed

ae4Be10861
084081863
ae4B1864
0040810868

ebp, esp
ecx
ebp+arqgc
short

88481 86F
08461 06F
88481 86F
aasa107y
ge4e1e877
aaL48187n
g848187D
88481 87E
08461083
68481886
aaLa10889
jnz

eax, 4
eax, @
ecx
edx
edx

esp, &4
ebp+v
ebp+u

ebp+argv
ecx+eax

ar_4u eax
ar 4 anD6Dh

loc 468108A2 ; Symbolized regs: zf

]

Format

loc_4810B08

88481802
8848108A2
884818A2
0848108A7
884818AD

offset
ds:printf

ae4p106B80
loc_ 481863 QESLLEsE RS
aB84B16B8

“loose\n"




Ponce Example

Implement SMT solver to
deduce what bytes we
needed o obtain the end
point

Hu4a | BED LEUpTUdr_ 4], BdX

g04414889 ebpsuar 41, BADGDh

loc_L4B18A2

Format

loc_4B16BA

aa4a18a2
aa4a108a2
a04610a2
a0u6108a7
a64618AD

aas818B8
aas818B8
a84 81688

esp, ebp
ebp

_main endp

Group nodes

List cross references to..

List cross references from...

Enter comment...

Enter repeatable comment...
Edit function...

Hide

Text view

Proximity browser

Undefine

Synchronize with

b T N [P

Run to cursor

Add write trace

Add read/write trace
Add execution trace

Add breakpoint

@l
&
w
&
m
o
f*

Krefs graph to..
Krefs graph from...

Enable ponce tracing

Symbolic

B Execute native

Ctrl+X
Ctrl+]

Alt+P
Ctrl+Mumpad-+-

Mumpad+-
U

Ctrl+Shift+E

Ctrl+Shift+N
Ctrl+Shift+|




Ponce Example

PDB: DIA interface version 9.8

Debugger : thread 9652 has exited (code 44399)
Debugger: thread 4736 has exited (code 44399)
Debugger: process has exited (exit code 44399)
[+] Solution found? Values:

We have the Rey! - SymUar_8 (argu[1][8]):6x53 (S)
— SymUar 1 {argu[1][1]):8x58 (&)
SX7@Y - Symlar_ 2 (argu[1][2]):8x37 (7}

- symUar_3 {argu[1][3]):-8=z48 (@)
- symUar_ 4 {argu[1][4]):-8=259 (V)

Python

All: idle DiowTL Disk: 3GB



[Ponce Example

Success!
We have the Rey

SX7@Y
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NManticore

‘ A Plugin to IDA is great, but what if |
wanted to do something more automated?

a

oy



NManticore

‘ A Plugin to IDA is great, but what if |
wanted to do something more automated?

a

Maybe a code oriented approach?

oy



NManticore

h

A Plugin to IDA is great, but what if |
wanted to do something more automated?

Maybe a code oriented approach?

Not an auto-solve but a much better
approach.

a

oy



Manticore

Open source tool

™

open source
Command line interface 55 ubuntu@ubuntu: -

ubuntu@ubuntu:~$ manticore

usage: manticore [-h] [--workspace WORKSPA -v] [--profile]
. [——buffe BE‘IFFER] [ SIZE] ——-:_)w_’fset OFFSET]
QuicRly generates use cases e

E] [--m

manticore: error:



Manticore

Open source tool

™

open source
Command line interface 55 ubuntu@ubuntu: -

ubuntu@ubuntu:~$ manticore
usage: manticore [-h] [- rks e WORKSPA -v] [--profile]
[--buff -siz z --offset OFFSET]

QuicRly generates use cases

[Python API
To answer more In depth gquestions

« How many times does a program execute this "
function? p pgthon



Manticore

Open source tool

™

open source
Command line interface S —

usage: manticore [-h] [

QuicRly generates use cases

5]
EPLAY]

--assertions ASSERTIONS] [--names NAMES]

manticore:

[Python API
To answer more In depth gquestions

« How many times does a program execute this "
function? p pgthon

« \What input causes execution of this block of
coder



Manticore

Open source tool

™

open source
Command line interface S —

usage: manticore [-h] [

QuicRly generates use cases

5]
EPLAY]

--assertions ASSERTIONS] [--names NAMES]

manticore:

[Python API
To answer more In depth gquestions

¢ How many times does a program execute this p pgthon

function?

« \What input causes execution of this block of
coder

« At point X in execution, is it possible for variable Y
to be a specified value?



NManticore

manticore Manticore

‘ Pythonic symbolic programming

HooR addresses and add constraints
hook pc

m Manticore('./path/to/binary")

m.hook (hook_pc)
def hook(state):
cpu state.cpu
‘eax', cpu.EAX
cpu.read_int(cpu.SP)

m.terminate()

m.run()



NManticore

manticore Manticore

‘ Pythonic symbolic programming

HooR addresses and add constraints
hook pc

[Read/write INto registers/memory at m = Manticore('./path/to/binary")
point of execution
m.hook (hook_pc)
def hook(state):
cpu state.cpu
‘eax', cpu.EAX
cpu.read_int(cpu.SP)

m.terminate()

m.run()



NManticore

manticore Manticore

‘ Pythonic symbolic programming

HooR addresses and add constraints
hook pc

[Read/write INto registers/memory at m = Manticore('./path/to/binary")

point of execution
m.hook (hook_pc)

def hook(state):

Use SMT solverin Z3 to do cpu = state.cpu

symbolically solve deep assembly ‘eax’, ;PL}-EAX -
structures. cpu.read_int(cpu.SP)

m.terminate()

m.run()



Manticore

‘ Simple to install (Ubuntu 16.04):

Of course worRing in a virtual
environment is recommended

$ pip install manticore

$ apt install z3 ‘ s



NManticore

Go gle CTF 2016
* Cory Duplantis

Reverse engineering challenge
[Bust out the rush tape!




Manticore — Dive In

_text segment para public "CODE" use6d
assume cs: text

assume es:nothing, ss:nothing, ds:_data, fs:nothing, gs:nothing

;: int  cdecl main{int, char ==, char =)
main proc near
rsp,
cmp edi,
jz short loc 4885AA

mow esi, offset format

moy edi, : status loc_ 4B85AA:

Xor eax, eax mou rsi, [rsi+8]
call _BFFXE mov edx,

call _strncpy

call sub_ 40827F8
®or eax, eax




Manticore — Dive In

loc 4O85AA:
mou rsi, [rsi+]
mov edx,

—— — L=

call

_strncpy
LT CoOf e, COdN
call sub_ 4B27F 9

=0F edx, EdXx
5 L




Manticore — Dive In

input_addr
num_bytes

m. hook (@x400729)
def hook(state):

buffer = state.new symbolic buffer(0x43)

state.constrain(buffer[0] ord(’
state.constrain(buffer[1] ord(’

C
i
F
I
L

))
))
"))
)

(

(
state.constrain(buffer[2] ord("

(

state.constrain(buffer[3] ord

state.cpu.write bytes(input addr, buffer)

state.cpu.EIP




Manticore — Dive In

input_addr
num_bytes

Set up a symbolic buffer Ox43 in size

m. hook (@x408729
def hook(state):

buffer = state.new symbolic buffer(0x43)

.constrain(buffer[0] ord("
.constrain(buffer[1] ord("
.constrain(buffer[2] ord("
.constrain(buffer[3] ord("{"

.cpu.write bytes(input_addr, buffer)




Manticore — Dive In

input_addr
num_bytes

Set up a symbolic buffer Ox43 in size
m. hook (@x408729
def hook(state):

In this challenge the string starts
WIth: CTF{

buffer = state.new symbolic buffer(0x43)

.constrain(buffer[0]
.constrain(buffer[1]
.constrain(buffer[2]
.constrain(buffer[3]

.cpu.write bytes(input_addr, buffer)
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input addr
num_bytes

Set up a symbolic buffer Ox43 in size
m. hook (@x408729
def hook(state):

In this challenge the string starts
WIth: CTF{

buffer = state.new symbolic buffer(0x43)

Write data to the buffer constrain(buffer[o]
.constrain(buffer[1]
.constrain(buffer[2]
.constrain(buffer[3]

.cpu.write bytes(input_addr, buffer)
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input addr
num_bytes

Set up a symbolic buffer Ox43 in size
m. hook (@x400729)
def hook(state):

In this challenge the string starts
WIth: CTF{

buffer = state.new symbolic buffer(0x43)

Write data to the buffer constrain(buffer[0]
constrain(buffer[1]
constrain(buffer[2]
constrain(buffer[3]

HooR does not patch instruction

Set EIP to after the call cpu.write bytes(input_addr, buffer)
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m. hook ( )
Function to remove failed paths - def hook(state): |
auto negate and IﬂJEC[ print("Invalid path.. abandoning™)
state.abandon()

m. hook ( )
def hook(state):
print("Hit the final state.. solving")

state. solver. command 'z3 -t:240000 -smt2 -in'
buffer = state.cpu.read bytes(input_addr, num bytes)

res .join(chr(state.solve one(x)) X buffer)
print(res)

m.terminate()

m.should profile
m.run{procs=10)
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Function to remove failed paths —
aulo negate and inject

Define end point in execution

» Use z3 to solve against the input
address we defined

m. hook ( )

def hook(state):
print("Invalid path.. abandoning™)
state.abandon()

m. hook ( )
def hook(state):
print("Hit the final state.. solving")

state. solver. command 'z3 -t:240000 -smt2 -in'
buffer = state.cpu.read bytes(input_addr, num bytes)
res = ''.join(chr(state.solve one(x)) X buffer)
print(res)

m.terminate()

m.should profile
m.run(procs=10)



Invalid abandoning
Invalid abandoning
Invalid . . abandoning
Invalid . . abandoning

Invalid abandoning
Hit the final state.. solving
CTF{®ThelQuick2Brown3Fox4Jumped50ver6The7Lazy8Fox9}eceeeeceeeeeeeeee

ubuntu@ubuntu:~/Downloadss |}
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DUDE THAT WAS

fn'muv AWESOME -

imgfiip.com]



ORay, so may

everytning

DU

De It won't solve

L1t W



\VWhere are we going-

D) Symbolic of the future?

Traditional tools have served us really well and will still be the go
(0 solve all of the in depth questions we have

(\' The future of reverse engineering?

Increasing pace of malware, new outbreaks and the need to get
answers fast. WWe can't afford the time that attackRers provide.



SYMIOLIC
OF THE FJUTURE

Questions-



